Our Guide to
Cyber Insurance

“Having used Vista Insurance for
a number of years, I wouldn’t
hesitate to recommend them.
Each member of the Vista team is
quick to respond to any insurance
question, no matter how
complicated or trivial. Renewals
are handled professionally and
with ease, and I have every
confidence in all they do for us.”
Juliet Smith
Head of Commercial

INTRODUCTION
Cyber insurance (also referred to as cyber risk or cyber liability insurance) is a form of cover
designed to protect your business from threats in the digital age, such as data breaches or
malicious cyber hacks on work computer systems.
When a data security breach or privacy loss happens, your company will need
comprehensive protection from an insurer that specialises in handling cyber risks, offers
a full suite of integrated insurance solutions to help minimize gaps in coverage, and
understands how to tailor coverage to your business.
This is where Vista steps in, our specilist team will:
•
•
•
•
•
•

Review the makeup of your business, the way you trade and the risks and exposures
you have.
Review your policies currently in place, including structure of insurance programme and
the wordings (conditions, endorsements and exclusions).
Review and discuss current Risk Management in place.
Outline of differences between prudential/optimised placement and your current policies,
and recommendations accordingly.
Benchmark the premium you are paying against the current market rates so you can confirm how
competitive your current premium is.
Reassurance that your insurance policy wording and programme is accurate and correct.

Together we can make sure you are protected in a cyber world.

WHAT IS CYBER RISK
INSURANCE

Why do I need Cyber Risk insurance?
The Gov.uk Cyber Security Breaches Survey 2021
stated that there is more that businesses can do
to plan for, and ensure they are resilient to, future
uncertainties.
The survey found that 40% of businesses reported
being insured against cyber risk in some way,
leaving 60% not covered, it also showed that
the cover is more likely to be through a broader
insurance policy, rather than one that is cyberspecific.

“We thought it was important to
have insurance, because of the
essential scope of the fines we
were at risk of, if we were found to
have lost data … The Information
Commissioner’s Office
could fine up to four per cent of
turnover and we wanted to cover
that.”

In today’s world if your business handles
customer data such as names, addresses, or
banking information, or you are reliant on
computer systems to conduct your business, you
should be protecting your customer data as this
could be compromised in the event of a security
breach.

What is covered by Cyber Risk
With many businesses not understanding or considering cyber security
insurance until it’s too late, here’s a snapshot of what cyber insurance
covers you for, it’s more than what you probably think.
Losses
• Acquisition, access use or disclosure of personal data or confidential
corporate data
• Failure to secure computer systems against unauthorised access of use
• Threats to damage systems or share sensitive data
• A digital attack designed to disrupt access or operation of a computer
system
• Business interruption for employees or suppliers in the handling of data,
maintenance and development of computer systems
• Computer forensics and legal costs to confirm a data breach
• Costs incurred to notify data subjects, regulatory bodies and credit
monitoring services
• Ransom costs and negotiations
• Costs to regain access to data
• Loss of income during disruption
• Reputational damage, cost of a PR consultant appointment to manage
Claims against you
• Breach of confidence, data, commercial info, duty of confidentiality
• Loss of data including GDPR investigations
• Breach of PSI-DDS
• Defamation of email, social media and website
Financial Crime and Fraud
• Property damage – equipment
• Upgrades to hardware and software
• Personal cover for directors, partners and officers
• Court attendance and compensation
*Policy cover based on Hiscox Cyber Clear Policy

WHAT ARE COMMON
CYBER CRIMES?
Unfortunately, even some of the most tech-savvy individuals can fall victim to cybercrime.
While there are numerous types of criminal activities occurring online, there are a few common
cybercrimes to be aware of:

1

Malware
A form of malicious software that can install itself in your
systems via phishing scams and by exploiting software
vulnerabilities. Once installed, the attacker can spy on online
activities and steal private data.

2

Ransomware
This a form of malware that attacks your computer system
and encrypts data. The attacker will then demand a
ransom payment in exchange for the return of the data. It’s
worthwhile to formulate a data recovery plan as a precaution
and maintain at least one backup of your data.

3

Supply Chain attack
A supply chain attack is a cyber-attack that seeks to damage
an organisation by targeting less-secure elements in the
supply chain. A supply chain attack can occur in any industry,
from the financial sector, oil industry, to a government sector.

4

Denial of service
A denial-of-service attack is a cyber-attack in which the
perpetrator seeks to make a machine or network resource
unavailable to its intended users by temporarily or indefinitely
disrupting services of a host connected to the internet.

5

Social Engineering
Is the term used for a broad range of malicious activities
accomplished through human interactions. It uses
psychological manipulation to trick users into making
security mistakes or giving away sensitive information. Social
engineering attacks happen in one or more steps.

6

Phishing
Is a type of social engineering where an attacker sends
a fraudulent message designed to trick a human victim
into revealing sensitive information to the attacker or to
deploy malicious software on the victim’s infrastructure like
ransomware.

83% OF BUSINESSES HAVE FACED A PHISHING
ATTACK
Gov.co.uk cyber security breaches survey 2021

FOUR IN TEN BUSINESSES (39%) REPORT
HAVING CYBER SECURITY BREACHES OR
ATTACKS IN THE LAST 12 MONTHS.
Gov.co.uk cyber security breaches survey 2021

CASE STUDY
A Vista client recently fell innocent victim to a phishing cyberattack that cost their business over £100,000. Although the
breach didn’t have an immediate financial impact on their
balance sheet, the knock-on effects and investments needed
into system upgrades, better protection and staffing costs
soon mounted up. Following the attack came a £30,000
system upgrade and a further £70,000 bill on staff overtime
to facilitate the improvements, which understandably hit the
business hard. Like many businesses our client had previously
never considered cyber insurance but now they would never
be without it.
The recommended cyber insurance was quoted at £3,800
and as expected the client was very keen to proceed, but
unfortunately things weren’t quite that straightforward. Given
the previous attack and the perception that the business was
a high risk, the insurer declined cover.
This is where the team at Vista made a difference.
Communicating and negotiating with the insurer to
demonstrate that the client’s investment, into system
upgrades, enhanced security, ongoing testing, and new
protocols, meant that the client was a far safer risk than
initially thought.

Through Vista’s hands-on approach and support, we
successfully secured cover for the client for everything they
required.
Nigel Bailey, Vista’s Sales Manager who advised on the cover
said “When our client approached us, they had lost their
entire invoicing system and had to use backup data which
was out of date to clear their systems of the attack. Although
there wasn’t a direct loss to the business, the disruption, and
manpower needed to get back up and running resulted in
significant and unplanned expenses. The importance of cyber
security insurance is now at the forefront of their risk strategy
and will be a key business purchase every year. We were
delighted to be able to secure cover this client and the extra
steps we took in negotiation with our insurer panel are all
part of the Vista personal service”.
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